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Introduction

This concluding installment of our GAID Series completes the comprehensive analysis
of Nigeria’s new data protection regime. Having established the institutional framework
(Series 1) and defined the core operational compliance duties and data subject rights
(Series 2), Series 3 now shifts focus to the advanced regulatory challenges that will shape
Nigeria’s future digital economy.

This final part delves into the most forward-looking and critical aspects of the Nigeria
Data Protection Act (NDPA) 2023, operationalized by the General Application and
Implementation Directive (GAID) 2025. We explore the mechanisms designed to ensure
that the regulatory framework is future-proof, globally integrated, and robustly enforced.

Specifically, this analysis covers:

1. Ethical Governance and Emerging Technologies: The mandated regulatory
posture towards disruptive innovations like Artificial Intelligence (Al) and automated
decision-making, ensuring these technologies operate without bias and uphold
human dignity.

2. Cross-Border Data Flows: The stringent rules and protocols established to govern
the secure and lawful transfer of personal data across Nigeria’s borders, a vital
step for achieving global digital trust and economic interoperability.

3. Enforcement Mechanisms: A detailed look at the full scope of the Nigeria Data
Protection Commission (NDPC)’s investigative, audit, and sanctioning powers,
signaling a decisive commitment to stringent compliance and accountability.

Series 3 underscores the NDPA’s ambition: to move beyond basic compliance and establish
a sophisticated, enforceable framework that aligns Nigeria’s data protection practices
with the highest international standards of fairness, dignity, and digital commerce.

Article 40: Data Subject’s Standard Notice to Address Grievance (SNAG)

The GAID introduces the Standard Notice to Address Grievance (SNAG) as a tool for
data subjects to communicate perceived data privacy violations directly to controllers
or processors. A SNAG may be filed where a data subject reasonably believes their data
privacy has been breached. Importantly, it is not a mandatory precondition to lodging a
complaint with the NDPC. Once filed, the NDPC monitors the handling of the grievance
through its online portal, ensuring resolution within the prescribed timeline.
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The GAID allows a SNAG to be initiated by:

e The data subject;
e A representative acting under the subject’s authority; or
e A civil society organization acting in the public interest.

Implications: The SNAG mechanism promotes early dispute resolution
and greater regulatory oversight, while increasing accountability and
administrative responsibilities for data controllers and processors.

Article 41: Data Ethics, Privacy, and Dignity of the Human Person

This provision reinforces the constitutional right to human dignity,
| requiring data controllers and processors to uphold transparency,
fairness, and respect in every data processing activity.

I The GAID positions data ethics as the foundation of responsible

| digital practices, mandating that data be protected from misuse,
8 unauthorized disclosure, or discrimination. Controllers and processors
must obtain informed consent where sharing is necessary and
N must ensure equality, inclusion, and accountability throughout
& their operations. Ultimately, protecting data equates to protecting
B8 human dignity, a principle central to the NDPA’s human-rights-based
@ framework.

& Implications: This provision elevates data protection from a technical
| obligation to a human rights duty, compelling organizations to embed
ethical standards in all processing activities and ensuring that digital
innovation aligns with principles of fairness, inclusion, and respect for
li individual autonomy.

- Article 42: Application of Global Best Practices on Data Ethics

The GAID encourages Nigeria to align its data governance standards
& with international benchmarks, recognizing that data sovereignty
@ and global competitiveness depend on trust and integrity.

| It outlines five key ethical standards:

1. Personal data belongs to the data subject while Controllers
and Processors act merely as custodians.

2. All material facts about processing, including risks and third-

party access, must be disclosed.

Avoid harmful data sharing even with consent.

Processing must serve a lawful, legitimate purpose.

Use controlled or “sandbox” environments to test data

processing outcomes before full deployment.

asrw

= Implications: By embedding ethics into compliance, the GAID
strengthens Nigeria’s credibility in global data exchanges and
B compels organizations to adopt proactive, transparent governance
¥ models that build user trust and ensure sustainable digital growth.
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Article 43: Emerging Technologies

The GAID expressly subjects all Emerging Technologies (ETs), including Al,
blockchain, 10T, and biometrics, to the NDPA, public policy, and any subsequent
NDPC regulatory instruments.

It emphasizes:

e Proactive assessment of data privacy risks;
e Continuous compliance audits; and
e Transparent accountability mechanisms before and after deployment.

Controllers and Processors must submit DPIA reports as part of their annual
Compliance Audit Returns (CARs), particularly assessing disparate outcomes
and data subject vulnerabilities.

The GAID further requires that:

e No live data be used during testing; all trials must occur in controlled
environments;
Post-deployment monitoring mechanisms be established; and
Safeguards exist for children, disabled persons, and other vulnerable
groups.

Implications: This provision mandates privacy-focused, ethical, and accountable
deployment of emerging technologies, ensuring safeguards on automated
processing especially for vulnerable groups, and in alignment with human rights
standards.

Article 44: Parameters for Assessing Privacy and Public Interest in Emerging
Technologies

The GAID mandates that any entity deploying emerging technologies must
demonstrate that such tools respect privacy rights, align with international
standards, and preserve the human right to private life.

This assessment includes:

Evaluating proportionality between innovation and privacy;
Ensuring human oversight in automated systems; and
Documenting ethical justification in line with NDPC review standards.

Implication: This provision requires organizations to balance innovation
with privacy, ensuring human oversight and ethical justification in the use
of emerging technologies to maintain accountability and public trust.
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Articles 45-51: Enforcement and Governance:

Article 45 - Cross-Border Data Transfer: Restates global adequacy and lawful
transfer conditions pending NDPC’s definitive regulation.

Article 46 - Capacity Building and Continuous Professional Development:
Mandates ongoing training for DPOs and periodic sensitization for all
organizational staff.

Article 47 - Jurisdiction of Court and Access to Justice: Empowers data
subjects to seek redress in Federal or State High Courts under the Fundamental
Rights Enforcement Rules.

Article 48 - Evidence of Compliance: Clarifies that evidence of compliance
serves as partial proof of good faith but does not automatically absolve liability.

Article 49 - Time-Bound Obligations: Requires that data requests be resolved
within set timelines, and that data be deleted within six months after the original
purpose ceases, except where legal retention applies.

Article 50 - Supplementary Regulations: Provides that any new NDPC
directive supersedes conflicting GAID provisions.

Article 51 - Review of Financial Obligations: Allows waivers for entities facing
bankruptcy, legal encumbrances, or humanitarian crises, upon approval by the
National Commissioner within 45 days.

Implications: Articles 45 to 51 collectively signal a maturation of Nigeria’s
data protection framework, shifting compliance from a box-ticking exercise
to a dynamic, accountable, and globally aligned regime. They emphasize
continuous organizational responsibility through lawful cross-border transfers,
sustained capacity building, and timely fulfiiment of data obligations while
reinforcing individuals’ right to judicial redress and the NDPC’s overarching
regulatory authority. In essence, these provisions institutionalize compliance as
an ongoing operational culture grounded in accountability, transparency, and
adaptability to evolving regulatory directives.

Schedules 1-10: Compliance Tools and Templates: The GAID further
complements its substantive articles with practical Schedules that serve as
implementation guides with the tools simplifying that ensure compliance with
GAID standards.

Implication of the Schedules in GAID 2025:
The Schedules of the GAID 2025 operationalize Nigeria’s data protection
framework by providing standardized templates, compliance tools, and
procedural guidelines that translate regulatory obligations into practical,
uniform actions. They establish a single methodology for assessments, audits,
and documentation ensuring consistency, verifiability, and demonstrable
accountability across all sectors. In effect, the Schedules transform the GAID
from a policy instrument into a functional compliance manual that drives
structured implementation and measurable adherence to the NDPA
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Conclusion

The General Application and Implementation Directive 2025 (GAID) consolidates
Nigeria’s place in the global data protection ecosystem, bridging compliance, ethics, and
innovation. It signals a shift from procedural compliance to substantive accountability,
where organizations must demonstrate not only legal adherence but also the fairness,
necessity, and proportionality of their data practices.

At the same time, by embedding ethical data governance, the GAID strengthens Nigeria’s
capacity to manage the privacy risks of emerging technologies such as Al, biometrics,
and cross-border data transfers. The GAID strengthens enforcement and oversight
mechanisms, positioning the Nigeria Data Protection Commission (NDPC) as both a
regulator and an enabler of compliance maturity. Through audit regimes, accountability
documentation, and cross-sector collaboration, the NDPC ensures that compliance
evolves with innovation.

Ultimately, the GAID 2025 transforms the Nigeria Data Protection Act (NDPA) into a
living instrument, one that supports Nigeria’s digital economy through sustainable trust,
inclusion, and rights-based governance.

doa-law.com 6



Authors

Chika Oke Jeffrey Nwalima Kafilat Olorundare
Senior Associate Associate Associate



This article is for general information purposes only and does not constitute legal advice. For further questions, assistance
or clarifications on the abuse of dominance in the Nigeria broadcasting industry on you or your business, you may contact
us at info@doa-law.com or contact any of the contributors herein listed. To request reproduction permission for any of our
publications, please use our contact form which can be found on our website at

LAGOS ABUJA

Plot 1B, Block 129, 1st Floor, Tel.: 0700 DOALAW (0700 362529)
Jide ;awyerr Drive, AP Plaza 100, : @doa-law.com D)'\ PONEOmLS
Lekki Phase | Adetokunbo Ademola Crescent, =~ Www.doa-law.com
Lagos State, Nigeria Wuse 2
FCT, Nigeria




